Themes and Bibliography proposed for the position of Associate Professor, position 5 of the

Staff of the Department of International Relations and European Studies

1. Themes

. Defence techniques and cyber analysis

. The role of CERT teams

. The main cyber threats

. Basic principles of strategic communication

. Elements of the strategic communication plan

. Stages and forms of Intelligence analysis

. Types of analysis used by Intelligence services and categories of analysts
. Proactive services provided by CERT teams

. Preventive public services
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Federal Communications Commission, Cyber Security Planning Guide, Smart
Systems Management, USA, 2007;

ISEC, Guide on the role of CERT structures and the usefulness of private CERTS,
National Cyber Security Incident Response Center, 2006;

National Cyber Security Incident Response Center, Guide. Generic threats to cyber
security, National Cyber Security Incident Response Center, 2013;

Defence Strategic Communication Academic Journal, vol. 1/2014-9/2021, NATO
Strategic Communications Centre of Excellence;

Christopher Paul, Strategic communications: origins, concepts and current debates,
(Contemporary Military, Strategic and Security Issues), Praeger Publishing House,
SUA, 2011;

Tonel Nitu (ed.), Ghidul Analistului de Intelligence. Compendiu pentru analistii
debutanti (Intelligence Analyst's Guide. Compendium for beginner analysts), The
National Academy of Information ”Mihai Viteazul” Publishing House, Bucharest,
2011.
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